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Let X be a smooth projective curve over a ﬁnite ﬁeld F with
q elements. For m  1, let Xm be the curve X over the ﬁnite
ﬁeld Fm , the m-th extension of F. Let Kn(m) be the K -group
Kn(Xm) of the smooth projective curve Xm . In this paper, we
study the structure of the groups Kn(m). If l is a prime, we
establish an analogue of Iwasawa theorem in algebraic number
theory for the orders of the l-primary part Kn(lm){l} of Kn(lm).
In particular, when X is an elliptic curve E deﬁned over F, our
method determines the structure of Kn(E). Our results can be
applied to construct an eﬃcient DL system in elliptic cryptography.
© 2012 Elsevier Inc. All rights reserved.
1. Introduction
Let F be a ﬁnite ﬁeld with q elements, and let F be a ﬁxed algebraic closure of F. Let X be
a smooth projective curve deﬁned over F with genus g , and let J = J (X) be its Jacobian variety
over F. We denote by φ the Frobenius endomorphism of J . For 1  i  2g , denote by πi the char-
acteristic roots of the Frobenius endomorphism φ. Recall that the zeta function of X over F is given
by
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(1− u)(1− qu) ,
where u = q−s and
LF(u) =
2g∏
i=1
(1−πiu) ∈ Z[u].
For m 1, let Fm be the unique m-th extension of F in F. We set
J (m) = Ker(1− φm),
which is a subgroup of the Jacobian variety J . It is well known that J (m) is the class group of X over
the ﬁnite ﬁeld Fm and the order of J (m) is
LFm (1) =
2g∏
i=1
(
1−πmi
)
.
For any integers n 0 and m 1, we deﬁne the Jn(m)-subgroups of the Jacobian variety J by
Jn(m) := Ker
(
1− (qnφ)m).
It is clear that the order of the subgroup Jn(m) is ﬁnite and that
 Jn(m) =
2g∏
i=1
(
1− (qnπi)m). (1)
It is well known that the K -theory of the smooth projective curve X over the ﬁnite ﬁeld F is
related to the action of the Frobenius endomorphism on the Jacobian variety of X . Let G = Gal(F/F).
Suppose that l is a prime different from the characteristic p of F. For any (Zl,G)-module M and i ∈ Z,
we write M(i) for the i-th Tate twist of M . For any abelian group H , denote by H{l} the l-part of H .
The results of the following lemma are well known.
Lemma 1.1. (See [10].) Let X be a smooth projective curve over a ﬁnite ﬁeld F with q elements. Then:
(i) K0(X) ∼= Z⊕Z⊕ J (X).
(ii) For n 1, the groups Kn(X) are ﬁnite groups of order prime to p, the characteristic of F.
(iii) The ﬁnite groups Kn(X) for n 1 are given by
Kn(X) ∼= Kn(X)G ∼=
{ Kn(F) ⊕ Kn(F), n = 2i − 1;⊕
l =p J (X){l}(i)G , n = 2i. (2)
Note that
K2i−1(F) ∼= Z
(qi − 1)Z , (3)
and that
⊕
l =p
J (X){l}(i)G ∼= J i(1). (4)
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the m-th extension of F. Let Xm be the smooth projective curve X over the ﬁeld Fm and let Fm(X)
be the function ﬁeld of Xm over the ﬁnite ﬁeld Fm . Denote by Om(X) the integral closure of the
ring of polynomials Fm[T ] in Fm(X). Note that K2(Om(X)) = K2(Xm). Tate [9] described the structure
of K2(O (X)) for (all) ﬁve elliptic curves deﬁned over Z/2Z. To the best of our knowledge, no other
complete description of K2(Om(X)) has been published. Let E be an elliptic curve deﬁned over a
ﬁnite ﬁeld F. We will ﬁrst study the structure, in particular the order, of K2(Om(E)), in dependence
on m.
Set
kn(m) = Kn(Xm) =
{
(qim − 1)2, n = 2i − 1;
 J i(m), n = 2i.
(5)
Let l be any prime different from the character of F. For the orders ordl kn(lm) of the l-part Kn(Xlm ){l}
of Kn(Xlm ), we obtain an “analogue” of the classical Iwasawa theorem for algebraic number ﬁelds, for
a ﬁxed n  1. In particular, we obtain a similar result for the orders of K2(Olm (E)), where E is an
elliptic curve deﬁned over F. These results enable us to determine the structure of K2n(E). In this
way we obtain a large family of elliptic curves, and hence groups with prime order, which can be
applied to construct eﬃcient DL systems in elliptic cryptography.
2. Properties of kn(m)
Let X be a smooth projective curve of genus g  1 deﬁned over a ﬁnite ﬁeld F with q elements.
Notations are the same as in the introduction of Section 1.
M. Rosen [6] lists many properties of the class groups J0(m). In this section, we will generalize all
results in [6] concerning J0(m) to the case Jn(m), for all n,m  1. We would like point out that the
idea used here is similar to that in [6].
Let n 1 and m 1 be two integers, of which n is regarded as “ﬁxed”, m is “variable”.
Let π1,π2, . . . ,π2g be the characteristic roots of the Frobenius endomorphism φ, which have the
following properties:
(i) |πi | = √q, for all 1 i  2g .
(ii) For any πi there exists π j such that πiπ j = q, i.e., πi = π j .
Let K=Q(π1, . . . ,π2g) be the ﬁeld obtained by adding π1, . . . ,π2g to the rational number ﬁeld Q
and OK the ring of algebraic integers of K. For any prime l, let L be a prime ideal of K lying above l.
For any positive integer t , set
Lt(x, y) =
g∏
i
Lt,i(x, y) ∈ Z[x, y]
where Lt,i(x, y) = (xt −π ti yt)(xt −πi t yt) ∈ OK[x, y], 1 i  g .
By (5), we have
k2n(m) = K2n(Xm) = Lm
(
1,qn
)
. (6)
Theorem 2.1. Let m,n ∈ N and let l be a prime which divides L1(m,n). Then, for any positive integer t, we
have l | Lt (m,n)L1(m,n) if and only if l | t
m2t−(qn2)t
m2−qn2 .
Proof. The condition l | L1(m,n) implies either nπi ≡ m (mod L) or nπi ≡ m (mod L) for some i
(1 i  g). Without loss of generality, we may assume that nπi ≡m (mod L). Then
mnπi ≡ qn2 (mod L).
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Lt,i(m,n)
L1,i(m,n)
= m
t − (nπi)t
m− nπi ·
mt − (nπi)t
m− nπi ≡ t
m2t − (qn2)t
m2 − qn2 (mod L).
Note that Lt (m,n)L1(m,n) =
∏g
j=1
Lt, j(m,n)
L1, j(m,n)
and
Lt, j(m,n)
L1, j(m,n)
= mt−(nπ j)tm−nπ j ·
mt−(nπ j)t
m−nπ j ∈ OK . Therefore the theorem
follows. 
Corollary 2.2. Let l be a prime factor of kn(1).
(i) Assume n is odd. Then l | kn(m)kn(1) if and only if l |m.
(ii) Assume n is even. Then l | kn(m)kn(1) if and only if l |m
q(n+1)m−1
qn+1−1 .
Proof. (i) Suppose that n = 2i − 1 for some i  1. We see that l | kn(1) implies qi ≡ 1 (mod l). More-
over,
kn(m)
kn(1)
= (1+ qi + · · · + qi(m−1))2 ≡m2 (mod l).
Hence l | kn(m)kn(1) if and only if l |m.
(ii) It is a special case of Theorem 2.1 in view of the formula (6). 
Corollary 2.3. Let n 1, m 1 be two integers.
(i) If l | kn(1) and l |m, then l | kn(m)kn(1) .
(ii) If l | kn(1) and m = lt , t  1, then lt | kn(lt )kn(1) .
Proof. The case (i) follows from Corollary 2.2, and the case (ii) easily follows by induction on t . 
Let l be a prime different from the characteristic p of F. Denote by d(l) the least common multiple
of the numbers li − 1 for 1 i  2g .
Proposition 2.4. Let L be a prime ideal of the ﬁeld K lying above l. Then
(
qnπi
)d(l) ≡ 1 (mod L),
for all 1 i  2g and n ∈N.
Proof. We know that
(πi)
d(l) ≡ 1 (mod L),
for all 1 i  2g , see [6, Lemma 11.2]. However, qnd(l) ≡ 1 (mod L). This completes the proof. 
Theorem 2.5. Let l be a prime such that l  L1(m,n) and (t,d(l)) = 1. Then l  Lt(m,n) for all t  1.
Proof. If l | Lt(m,n), then mt ≡ (nπi)t (mod L) or mt ≡ (nπi)t (mod L) for some i (1 i  g). Without
loss of generality, we may assume that
mt ≡ (nπi)t (mod L). (7)
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Hence l m. By (7), we have
(
n
m
πi
)t
≡ 1 (mod L).
By [6, Lemma 11.2], we have
(
n
m
α
)d(l)
≡ 1 (mod L).
Hence nmα ≡ 1 (mod L) which contradicts l  L1(m,n). Therefore l  Lt(m,n) for all t  1 with
(t,d(l)) = 1. 
Corollary 2.6.
(i) Suppose that l  kn(1) and (m,d(l)) = 1. Then l  kn(m).
(ii) If m = lt , t  1, and l  kn(1), then l  kn(lt).
Proof. It is clear that the case (i) implies the case (ii). When n is odd, the case (i) is clear by (5).
When n is even, the case (i) is a special case of Theorem 2.5 in view of the formula (6). 
Proposition 2.7. Let m be the smallest integer such that l | kn(m). Then m | d(l).
Proof. When n is odd, m is the order of q
n+1
2 in the group (Z/lZ)× , hence m | (l− 1), so m | d(l). Note
that l | k2n(m) implies
(
qnπi
)m ≡ 1 (mod L), for some i.
From the deﬁnition of m, it follows that m is the order of qnπi (mod L). By Proposition 2.4,
(qnπi)d(l) ≡ 1 (mod L). Hence m | d(l) as asserted. 
Let Ql be the l-adic completion of Q. Let Q and Ql be the algebraic closures of Q and Ql , respec-
tively. Let ρ be an embedding of Q into Ql . We simply rename ρ(a) as a.
We will keep the notation ordl for the additive valuation from Ql to Q ∪ {∞}, extended by the
standard additive valuation ordl from Ql to Z∪ {∞}, namely, if α ∈Ql , then
ordl(α) =
[
Ql(α) :Ql
]−1
ordl
(
NQl(α)/Ql (α)
)
.
Here NQl(α)/Ql is the usual norm map from Ql(α) to Ql .
Lemma 2.8. (See [6].) Let l and l′ be different primes. For n 1, let ξ ∈Ql be any primitive ln-th root of unity.
Then the following results hold.
(1) ordl(ξ − 1) = 1ln−1(l−1) and ordl′ (ξ − 1) = 0.
(2) Let α ∈Ql be integral over Zl .
(a) If ordl(α − 1) = 0, then ordl(αlm − 1) = 0 for all positive integers m 1.
(b) If ordl(α − 1) > 0, then there exists an integer m0 and a constant c depending on α such that
ordl
(
αl
m − 1)=m+ c,
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m0 =min
{
m ∈ Z ∣∣ 1
lm−1(l − 1) < ordl(α − 1)
}
,
and
c = ordl(α − 1) +
∑
1 =ξ∈S
[
ordl(α − ξ) − ordl(1− ξ)
]
,
where S is the set of li -th roots of unity, 1 i <m0 .
(3) Let β ∈Ql′ be integral over Zl′ .
(a) If ordl′ (β − 1) > 0, then ordl′ (βlm − 1) = ordl′ (β − 1) > 0, for all m 1.
(b) If ordl′ (β − 1) = 0, then there exists an integer m0  0 such that, for all mm0 ,
ordl′
(
βl
m − 1)= ordl′(βlm0 − 1).
Let l be a prime. Let t  1 and em,n(t) = ordl(Llt (m,n)). By Theorem 2.5, if l  L1(m,n), then
em,n(t) = 0. Hence we always assume l | L1(m,n).
Theorem 2.9. Let m, n be two positive integers such that (m,n) = 1 and p m. Suppose that l is a prime factor
of L1(m,n). Then there exist integers λm,n  1, vm,n and Tm,n such that for all t  Tm,n,
em,n(t) = λm,nt + vm,n.
Proof. Note that the conditions (m,n) = 1 and p  m imply l = p and l  m. But l | L1(m,n) implies
ordl(1− nmπi) > 0 or ordl(1− nmπi) > 0 for some i (1 i  g). For any 1 j  2g , we set
λm,n, j =
{
1, if ordl(1− nmπ j) > 0,
0, if ordl(1− nmπ j) = 0
and
λm,n =
2g∑
j=1
λm,n, j.
It is clear that λm,n  1. By Lemma 2.8 (2), there exist integers vm,n and Tm,n such that for all t  Tm,n ,
we have
em,n(t) = ordl
(
Lt(m,n)
)
=
2g∑
j=1
ordl
(
ml
t − (nπ j)lt
)
=
2g∑
j=1
ordl
(
1−
(
n
m
π j
)lt)
= λm,nt + vm,n. 
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Corollary 2.6 (ii), if l  kn(1), then en(m) = 0 for all m 1. Hence, in the following section, we always
assume that l | kn(1).
Corollary 2.10. There are constants λn(l), vn(l) and a positive integer mn(l) such that for all mmn(l),
en(m) = λn(l)m+ vn(l),
i.e., the numbers en(m) grow linearly with m.
Proof. (i) If n = 2i−1, we set α = qi . By Lemma 2.8, we know that the equality en(m) = λn(l)m+ vn(l)
holds with λn(l) = 2 for suﬃciently large m.
(ii) When n is even, this is a special case of Theorem 2.9 by the formula (6). 
Theorem 2.11. Let l′ be a prime different from l. Then there exists a positive integer mn(l, l′) such that for all
mmn(l, l′),
ordl′
(
kn
(
lm
))= ordl′(kn(lmn(l,l′))),
i.e., the numbers ordl′ (kn(lm)) are stable when m is suﬃciently large.
Proof. By Lemma 2.8 (3), we see that Theorem 2.11 holds for odd n. We now consider k2n(lm). We
label the elements of the set {qnπi | 1 i  2g} in such a way that for each i with 1 i  d, there is
a ti  0 such that ordl′ ((qnπi)l
ti −1) > 0, and for d < i  2g , the equality ordl′ ((qnπi)lm −1) = 0 holds,
for all m 0. For m >max1id{ti}, we have
ordl′
(
k2n
(
lm
))=
2g∑
i=1
ordl′
((
qnπi
)lm − 1)=
d∑
i=1
ordl′
((
qnπi
)lti − 1).
Since the last sum does not depend on m, the result follows. 
Corollary 2.12. Let Sn(lm) be the set of all primes which divide kn(lm). Then Sn(lm) −→ ∞ as m −→ ∞.
Proof. By the formula k2n(m) =∏2gi=1(1− (qnπi)m) and |πi | = √q, 1 i  2g , we have
k2n(m)
2g∏
i=1
((
qn|πi|
)m − 1)= (qm(2n+1)2 − 1)2g .
Hence
k2n
(
lm
)
 cqg(2n+1)lm ,
for some constant c. Therefore, for all n,m 1, we have
kn
(
lm
)
> cql
m
, (8)
for some constant c. Note that (8) is immediate from (5).
Suppose that there exists integer m0 such that for all m m0, Sn(lm) = Sn(lm0 ). By Corollary 2.10
and Theorem 2.11, it would follow that kn(lm) would be equal to a constant times lλn(l)m for large m.
Clearly, this is incompatible with the lower bound for the growth of kn(lm) just given. 
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In the previous section, we considered the size of the K -groups Kn(Xm). We now turn our at-
tention to the structure of these groups. By Lemma 1.1, it suﬃces to determine the structure of the
group K2n(Xm), i.e. to determine the structure of the subgroup Jn(m) of the Jacobian variety J (X).
For n  0, let Jn =⋃m1 Jn(m), and let J {p} be the p-primary subgroup of J = J0. For any positive
integer N and any abelian group A, let A[N] be the subgroup of A consisting of elements whose order
divides N . Recall the following well known results about the Jacobian variety J = J (X) of the smooth
projective curve X deﬁned over a ﬁnite ﬁeld F.
Lemma 3.1. (See [3,6,11].) Let X be a smooth projective curve deﬁned over a ﬁnite ﬁeld F with q elements and
of characteristic p. Let J = J (X) be its Jacobian variety and denote by g the genus of X . Then the following
results hold.
(a) J is a divisible group ( for all integers m, the map x −→mx is onto).
(b) If l is a prime different from p, then the l-primary subgroup J {l} of J is the direct sum of 2g copies ofQl/Zl .
(c) J {p} is the direct sum of r copies of Qp/Zp with 0 r  g.
(d) If N is not divisible by p, then
J [N] =
2g⊕
i=1
Z/NZ.
Proposition 3.2. For all n 1, we have
J = Jn ⊕ J {p}.
Proof. It is suﬃcient to prove that if N is a positive integer which is not divisible by p the character-
istic of F, then J [N] ⊂ Jn .
Suppose P ∈ J [N]. Then there exists a positive integer m such that P ∈ J (m). Hence
NP = 0 and φmP = P .
Since p  N , the equation qmny ≡ 1 (mod N) has an integral solution, say y. Hence
(
qnφ
)my
P = P , i.e., P ∈ Ker(1− (qnφ)my).
Therefore P ∈ Jn(my). 
Corollary 3.3. Let n 1. Then the following results hold.
(i) Jn is a divisible group.
(ii) If l is a prime different from p, then the l-primary part Jn{l} of Jn is a divisible group.
Proof. The corollary is obvious from Lemma 3.1 and Proposition 3.2. 
Let l be a prime different from p. We consider the extensions of ﬁelds
F⊆ Fl1 ⊆ Fl2 ⊆ · · · ⊆ Flm ⊆ · · · ⊆ Fl∞ ⊆ F.
Here Fl∞ =⋃m1 Flm is the Zl-extension of F in F. Let
G1 = G = Gal(F/F), Glm = Gal(F/Flm), m 1.
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(
lm
)∼= J (X)[1/p](n)Glm ,
where J (X)[1/p] =⊕l =p J (X){l}. For all n 1, we set
Jn
(
l∞
)= ⋃
m1
Jn
(
lm
)
and H = Gal(F/Fl∞).
Then
Jn
(
l∞
)∼= J (X)[1/p](n)H
and the l-primary component of Jn(l∞) satisﬁes
Jn
(
l∞
){l} ∼= J (X){l}(n)H ⊆ Jn{l} = J {l} ∼=
2g⊕
1
Ql/Zl. (9)
Corollary 2.6 shows that if l  kn(1), then Jn(lm){l} is trivial. Hence, we always assume l | kn(1) in
the following section.
Proposition 3.4. For n 1, let rn(l) be the dimension of Jn[l] ∩ Jn(l∞) over Z/lZ. Then we have the following
group isomorphism
Jn
(
l∞
){l} ∼=
rn(l)⊕
1
Ql/Zl.
Proof. By (9), we need to prove that Jn(l∞){l} is a divisible group. Consider the sequence of G-mod-
ules
0−→ J [l](n) −→ J (X){l}(n) l−→ J (X){l}(n) −→ 0,
which is exact by Lemma 3.1.
Let H ⊆ G be the subgroup corresponding to Fl∞ . Passing to the associated long exact sequence
we have
Jn
(
l∞
){l} l−→ Jn(l∞){l} −→ H1(H, J [l](n)).
Note that any ﬁnite quotient of H is prime to l. It follows that H1(H, J [l](n)) = 0. Therefore Jn(l∞){l}
is divisible. 
Lemma 3.5. (See [6].)
(1) Suppose that l is an odd prime, and that A is an abelian group isomorphic to
⊕r
1Ql/Zl . Let ψ : A −→ A
be an endomorphism. Deﬁne
A0 =
{
x ∈ A ∣∣ψ(x) = x} and A1 = {x ∈ A ∣∣ψ l(x) = x}.
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A1 = {x ∈ A | lx ∈ A0}.
If l = 2, the same result holds provided that A0 contains A[4].
(2) Suppose that A0 is ﬁnite. Then
A0 ∼=
r⊕
i=1
l−viZl/Zl and A1 ∼=
r⊕
i=1
l−vi−1Zl/Zl.
(3) Deﬁne An = {x ∈ A | ψ ln (x) = x}. Then
An ∼=
r⊕
i=1
l−vi−nZl/Zl.
Theorem 3.6. Let X be a smooth projective curve deﬁned over a ﬁnite ﬁeld F with q elements and of char-
acteristic p. Let l |  Jn(1) be a prime different from p. For any n  1, deﬁne rn(l) to be the dimension of
Jn[l] ∩ Jn(l∞) over Z/lZ. Then there are integers mn(l) > 0 and vi with 1  i  rn(l) such that for all
mmn(l),
Jn
(
lm
){l} ∼=
rn(l)⊕
i=1
l−vi+mn(l)−mZl/Zl.
Proof. Let mn(l) be the smallest integer such that
Jn[l] ∩ Jn
(
l∞
)⊆ Jn(lmn(l)).
Note that
Jn
(
l∞
){l} ∼=
rn(l)⊕
1
Ql/Zl.
Hence for 1 i  rn(l), there exist integers vi such that for each i, the number vi is strictly positive
and
Jn
(
lmn(l)
){l} ∼=
rn(l)⊕
i=1
l−viZl/Zl.
Now deﬁne
A = Jn
(
l∞
){l}, A0 = Jn(lmn(l)){l}, ψ = (qnφ)lmn(l) .
It can be seen that the triple A, A0 and ψ satisﬁes the hypotheses of Lemma 3.5. For all m′  0, we
have
Jn
(
lmn(l)+m′
){l} ∼=
rn(l)⊕
i=1
l−vi−m′Zl/Zl.
The proof is completed by setting m =mn(l) +m′ . 
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the order of Jn(lm). From the isomorphism given in the theorem, we have
ordl
(
k2n
(
lm
))=
rn(l)∑
i=1
(
vi +m−mn(l)
)= rn(l)m +
rn(l)∑
i=1
(
vi −mn(l)
)
.
(2) Similarly, Theorem 2.11 has the following version in view of group.
Theorem 3.7. Let l and l′ = l be primes and different from p. Deﬁne mn(l, l′) as follows
mn
(
l, l′
)= ordl
2g∏
i=1
(
l′ i − 1).
Then
Jn
(
l∞
)∩ Jn{l′}⊆ Jn(lmn(l,l′)).
4. Higher K -groups of elliptic curves
Let K be any perfect ﬁeld and X/K a smooth projective curve of genus 1 deﬁned over K . There
exists an elliptic curve E/K , unique up to K -isomorphism, such that X/K is a homogeneous space
for E/K . On the other hand, if X/K is a homogeneous space for E/K , then Pic0(X) may be canonically
identiﬁed with E . This means that E is the Jacobian variety J = J (X) of X/K . Hence J can always be
represented as the group of points on the elliptic curve (see [2,3,7,8]).
Now let E/F be an elliptic curve deﬁned over a ﬁnite ﬁeld F with q elements. Let F be a ﬁxed
algebraic closure of F. Then J = J (E) = E(F) is the Jacobian variety of E .
Let α and β be the characteristic roots of the Frobenius endomorphism φ. Then |α| = |β| = √q
and
LE(u) = (1− αu)(1− βu) = 1− au + qu2 ∈ Z[u].
The zeta function of E over the ﬁnite ﬁeld F is
ζ(s) = Z(E/F;q−s)= LE (q−s)
(1− q−s)(1− q1−s) .
Let K=Q(α,β) be the extension of the ﬁeld Q obtained by adding α and β . For a prime l, let L
be a prime ideal of K lying above l.
Applying the theory developed in Sections 2 and 3 to the higher K -groups of an elliptic curve,
we state the corresponding results without proofs. For simplicity, we write Kn(m) for the K -group
Kn(Em).
Theorem 4.1. Let E be an elliptic curve deﬁned over a ﬁnite ﬁeld F with q elements. Let l be a prime different
from the characteristic p of F. For all n 1, the following results hold.
(1) K2n−1(E) ∼= Z(qn−1)Z ⊕ Z(qn−1)Z .
(2) Suppose that ordl(qnα − 1) > 0, and ordl(qnβ − 1) > 0. Then there exist integers mn(l), vn1(l), vn2(l)
such that for all mmn(l) we have
K2n
(
lm
){l} ∼= l−vn1+mn(l)−mZl/Zl ⊕ l−vn2+mn(l)−mZl/Zl.
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ordl
(
k2n
(
lm
))= 2m+ vn(l),
where vn(l) = ordl(k2n(lmn(l))) − 2mn(l).
(3) Suppose that ordl(qnα −1) > 0, ordl(qnβ −1) = 0, or ordl(qnα −1) = 0, ordl(qnβ −1) > 0. Then there
exist integers mn(l), vn1(l) such that for all mmn(l) we have
K2n
(
lm
){l} ∼= l−vn1(l)+mn(l)−mZl/Zl.
Furthermore, for all mmn(l), we have
ordl
(
k2n
(
lm
))=m+ vn(l),
where vn(l) = ordl(k2n(lmn(l))) −mn(l).
(4) If ordl(qnα − 1) = ordl(qnβ − 1) = 0, then K2n(lm){l} is trivial for all m 1.
(5) If m1 and m2 are any positive integers such that m1 |m2 , then there exists an injective morphism
ψ : K2n(m1) −→ K2n(m2).
Remark. Let n 1 and λn(l) be as deﬁned in Corollary 2.10. From Theorem 4.1, we know that λn(l) =
0,1, or 2, and the following statements are true.
(1) Assume that n = 2i − 1 is odd. Then λn(l) = 0 or 2. More precisely,
(a) λn(l) = 2 if and only if ordl(qi − 1) > 0 (Theorem 4.1 (1)).
(b) λn(l) = 0 if and only if ordl(qi − 1) = 0 (Theorem 4.1 (1)).
(2) Assume that n = 2i is even. Then λ2n(l) = 0,1, or 2. More precisely,
(a) λn(l) = 2 if and only if ordl(qiα − 1) > 0 and ordl(qiβ − 1) > 0 (Theorem 4.1 (2)).
(b) λn(l) = 1 if and only if only one of the orders ordl(qiα − 1) and ordl(qiβ − 1) is positive
(Theorem 4.1 (3)).
(c) λn(l) = 0 if and only if ordl(qiα − 1) = ordl(qiβ − 1) = 0 (Theorem 4.1 (4)).
We can give a complete description of K2n(E) for all elliptic curves deﬁned over a ﬁnite ﬁeld Fq .
It is well known that the number of nonisomorphic elliptic curves over F equals
2q + 3+ 2
(−3
q
)
+
(−4
q
)
.
Let E be an elliptic curve deﬁned over F. Let l | K2n(E) be a prime. Then we can determine K2n(E)
using the following facts:
(1) If λ2n(l) = 1, then the l-Sylow subgroup of K2n(E) is a cyclic group.
(2) Let N be an integer such that lN | (qn − 1, K2n(E)). Then K2n(E)[lN ] ∼= E(F)[lN ].
(3) In general, let N be an integer such that lN ‖ K2n(E). Let m0 be a positive integer such that
qm0 ≡ 1 mod lN . Then K2n(E){l} is isomorphic to a subgroup of E(Fm0 ), where Fm0 is the unique
m0-th extension of F in a ﬁxed algebraic closure F.
Example. Let E be an elliptic curve deﬁned over F= Z/3Z given by the following Weierstrass equa-
tion:
E: y2 = x3 + x.
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(1) E is supersingular and E(F) ∼= Z/4Z.
(2) ±√−3 are the characteristic roots of the Frobenius endomorphism φ.
(3) For all n 1, we have:
(i) K2n−1(E) ∼= Z3nZ ⊕ Z3nZ .
(ii) K2n(E) = (1− 3n
√−3 )(1+ 3n√−3 ) = 1+ 31+2n , and
K2(E) ∼= Z
22Z
× Z
7Z
∼= Z
28Z
,
K4(E) ∼= Z
22Z
× Z
61Z
∼= Z
244Z
,
K6(E) ∼= Z
22Z
× Z
547Z
∼= Z
2188Z
,
K8(E) ∼= Z
22Z
× Z
7Z
× Z
19Z
× Z
37Z
∼= Z
19684Z
,
K10(E) ∼= Z
22Z
× Z
67Z
× Z
661Z
∼= Z
177148Z
,
K12(E) ∼= Z
22Z
× Z
398581Z
∼= Z
1594324Z
.
Here we have used the facts that for n = 1,2,3,4,5,6,
K2n(E)[2] ∼= E(F)[2] ∼= Z/2Z.
(4) There are exactly two different prime factors of k2(1) = K2(E) = 28. Hence we have:
(i) For all m 1, 3  k2(m).
(ii) 2
∣∣ k2(m)
k2(1)
if and only if 2 |m,
and
7
∣∣ k2(m)
k2(1)
if and only if 7 |m(1+ (−1)m−1).
Hence:
(a) If m is odd, then K2(m){2} ∼= K2(1){2} ∼= Z/4Z.
(b) If 7 m(1+ (−1)m−1), then K2(m){7} ∼= K2(1){7} ∼= Z/7Z.
(iii) Assume that l is a prime different from 2 and 7. If (m, l2 −1) = 1, then l  k2(m). In particular,
for all m 1, we have l  k2(lm).
Furthermore, if l′ = l is any other prime, then ordl′ (k2(lm)) is stable when m is suﬃciently
large.
(iv) Assume that l = 2.
(a) For all m 1, we have
K2
(
2m
){2} = 22m+2,
and
K2
(
2m
){2} ∼= Z/21+mZ⊕Z/21+mZ.
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(c) Let l′ = 2,7 be a prime. If there exists t such that ordl′ (272t − 1) > 0, then, setting
m
(
2, l′
)=min{t > 1 ∣∣ ordl′(272t − 1)> 0},
we have for all mm(2, l′),
ordl′
(
k2
(
2m
))= ordl′(k2(2m(2,l′))).
Otherwise, if ordl′ (272
t − 1) = 0, for all t  1, then K2(2m){l′} is trivial for all m 1.
(v) Assume that l = 7.
(a) For all m 1, we have
K2
(
7m
){7} = 7m+1,
and
K2
(
7m
){7} ∼= Z/71+mZ.
(b) For all m 2, ord2(k2(7m)) = 2.
(c) Let l′ = 2,7 be a prime. If there exists t such that ordl′ ((3
√−3 )7t − 1) > 0, then, setting
m
(
7, l′
)=min{t > 1 ∣∣ ordl′((3√−3 )2t − 1)> 0},
we have for all mm(7, l′),
ordl′
(
k2
(
7m
))= ordl′(k2(2m(7,l′))).
Otherwise, if ordl′ ((3
√−3 )7t −1) = 0, for all t  1, then K2(7m){l′} is trivial for all m 1.
Remark. For all elliptic curves deﬁned over F = Z/3Z,Z/5Z,Z/7Z,Z/11Z,Z/13Z, we have deter-
mined the structure of the groups K2n(E) for n = 1,2,3,4,5,6 by using the method developed in
this paper, we refer to: http://maths.nju.edu.cn:8001/portals/blog/jqz/pdf/Table.pdf or http://arxiv.org/
abs/1112.5920.
5. Cryptography and special subgroups of elliptic curves
It is well known that cyclic groups of prime order play an important role in the theory of cryptog-
raphy. A discrete logarithm (DL) system is usually based on a cyclic group of prime order. Let (G,⊕)
be a cyclic group of prime order l and let P be a generator of G . The map
φ : Z−→ G, n −→ [n]P
has kernel lZ, thus φ leads to an isomorphism between (G,⊕) and (Z/lZ,+). The problem of comput-
ing the inverse map is called the discrete logarithm problem (DLP) to the base of P . The complexity
of this problem depends on the choice of G and ⊕.
To implement a DL system eﬃciently, one needs to ﬁnd suitable instances of groups in which the
DLP is hard. At present, the ideal class groups of function ﬁelds over ﬁnite ﬁelds can be used to obtain
groups in which the discrete logarithm is considered to be hard to compute, given that the genus is
less than or equal 3.
If E is an elliptic curve, then its Jacobian variety is isomorphic to E , and hence the addition law can
be described by explicit formulas. If C is a hyperelliptic curve of genus g with Fq-rational Weierstrass
point P∞ , then we have that
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(
Fq[x, y]/
(
y2 + h(x)y − f (x)))
with h, f ∈ Fq[x] and deg(h) g , deg( f ) = 2g + 1. Hence the points in J C (Fq) can be given by ideals
in Mumford representatives, and the addition is performed using Cantor’s algorithm [1, Theorem 23.1].
We turn our attention to the special subgroups which generalize the subgroups of Fq-rational
points. Then we obtain a large family of elliptic (hyperelliptic) curves, and hence groups of prime
order, which can be used to construct eﬃcient DL systems. Let n be the order of a subgroup H of
E = E(Fq). Then the computational complexities of the DLP for the group H is O (√n ) (see [4] or [5]).
The DLP for these special subgroups is as hard as that for the groups of Fq-rational points, since both
of them are subgroups of E .
In what follows, we only consider the special subgroups of elliptic curves and their properties.
Similar results can be obtained for hyperelliptic curves.
Let E be an elliptic curve deﬁned over a ﬁnite ﬁeld Fq , and let α and β be the characteristic roots
of the Frobenius endomorphism φ. For n  1, let Fqn be the unique n-th extension of Fq in Fq and
an = αn + βn . Then an = 1+ qn − E(Fqn ) ∈ Z and
Ln(X, Y ) =
(
Xn − αnYn)(Xn − βnYn)= X2n − an XnYn + qnY 2n ∈ Z[X, Y ].
Therefore E(Fqn ) = Ln(1,1). From previous sections, we have
K2i(En) = Ln
(
1,qi
)
.
Since the subgroups E(Fqn ) with prime order are of particular importance in elliptic cryptography, we
now consider the special subgroup of E with order Ln(i, j) for some i, j ∈ Z.
Set a = a1. Then f (T ) = L1(T ,1) = T 2 − aT + q ∈ Z[T ] is the characteristic polynomial of the
Frobenius map φ on the elliptic curve E = E(Fq) over Fq .
Let g(T ) ∈ Z[T ] be any polynomial. Then
g(T ) ≡m+ nT (mod f (T )).
Hence Ker(g(φ)) = Ker(m+ nφ). We know that
Ker(ψ) = degs(ψ), for any ψ ∈ End(E),
where degs(ψ) denotes the separable degree of ψ .
Let m,n ∈ Z and we may assume that m = prdm1, n = prdn1, p  d, (m1,n1) = 1. Then
Ker(m− nφ) = Ker((m1 − n1φ)[d][pr])
= degs(m1 − n1φ)degs
([d])degs([pr])
= Ker(m1 − n1φ)degs
([d])degs([pr]). (10)
It is well known that degs([d]) = d2 and degs([pr]) = 1 or pr according to E is supersingular or
not. From the equality (10), it is suﬃcient to calculate Ker(m − nφ) with (m,n) = 1.
Theorem 5.1. Let m,n ∈ Z and (m,n) = 1. Then the following results hold.
(1) If p m, then m− nφ is separable and
Ker(m − nφ) = deg(m − nφ) = L1(m,n) and p  L1(m,n).
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Ker
(
qrm− nφ)= L1(qr−1am− n,qr−1m).
Proof. (1) This is clear.
(2) We have
[
qr−1am− n − qr−1mφ]φ = (qr−1am− n)φ − qr−1mφ2
= (qr−1am− n)φ − qr−1m(aφ − q)
= qrm− nφ.
Moreover, qr−1am− n− qr−1mφ is separable since p  (qr−1am− n) for r  2. Hence we have
Ker
(
qrm− nφ)= degs(qrm − nφ)= deg(qr−1am− n − qr−1mφ)= L1(qr−1am− n,qr−1m).
This completes the proof. 
Given positive integers m, n, t with (m,n) = 1 and p m. Set J (m,n, t) = Ker(mt − ntφt). Then
 J (m,n, t) = deg(mt − ntφt)= Lt(m,n).
The properties of Lt(m,n) have been considered in Section 2. The key point in the classical way
to construct a DL system may be described as follows: We seek L(1) = E(F) to be a prime or an
almost prime. In other words, given a ﬁnite ﬁeld Fq , we need to ﬁnd “a” such that the value at “1” of
the polynomial f (T ) = T 2 − aT + q to be a prime or an almost prime. Our results show that, for any
positive integers m, n, the order of the group J(m,n,1) is L1(m,n) = m2 − amn + qn2. It is obvious
that even if f (1) is not a prime nor an almost prime, it is still possible that L1(m,n) is a prime or an
almost prime. Hence our method has a considerably higher eﬃciency than the classical method.
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